Vuln Type

SQL Injection
SQL Injection
SQL Injection
SQL Injection

XSS

Permanent XSS

XSS

File
comment.aspx
comment.aspx
login.aspx
readnews.aspx

comments.aspx
comments.aspx

readnews.aspx

Parameter
id
tbComment
tbUsername
id
tboComment
tboComment

newsAd

Total

PaS

< <<=

< < <

Trained

< <<=

< < <

Confirmation

CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED

CONFIRMED



Vuln Type
XSS
XSS
XSS
XSS
XSS
XSS
XSS
XSS

XSS
XSS
XSS
XSS

SQLl
SQLl
SQLl
SQLl
SQLl
SQLl
SQLl
SQLl

File
comment.php
guestbook
guestbook
guestbook
listproducts
listproducts
search

/secured/newuser.php

userinfo.php
userinfo.php
userinfo.php
userinfo.php

AJAX/infoartist.php
AJAX/infocateg.php
AJAX/infotitle.php

Artists.php

listproducts.php
listproducts.php

product.php
cart.php

Parameter
name

name

text

login (cookie)
cat

artist
searchfor
uuname

uaddress
urname
uemail
ucc

id

id

id

artist
cat
artist
pic
addcart

Total

PaS

< <<
<<<<=<"'"=<< I-<-<-<-< << <<' <<=

<< <<

<< =<=<=<"

Trained

—_
©

Confirmation

CONFIRMED
CONFIRMED
CONFIRMED

CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED

CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED

CONFIRMED
CONFIRMED

CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED



Vuln Type File Parameter PaS Trained Confirmed

Authentication banklogin.asp login N N

SQL Injection forgot1.asp get N Y High Possible
SQL Injection login1.asp login Y Y High Possible
XSS acctxferconfirm.asp amount N Y Confirmed
XSS acctxferconfirm.asp fromAcct N Y Confirmed
XSS acctxferconfirm.asp toAcct N Y Confirmed
XSS banklogin.asp err N Y Confirmed
XSS cookietest/ShowCookies.php firstcookie N N

XSS forgot2.asp msg N Y Confirmed
XSS join1.asp address2 N Y Confirmed
XSS join1.asp country N Y Confirmed
XSS join1.asp email N Y Confirmed
XSS join1.asp homephone N Y Confirmed
XSS join1.asp house N Y Confirmed
XSS join1.asp mobilephone N Y Confirmed
XSS join1.asp msg N Y Confirmed
XSS join1.asp name N Y Confirmed
XSS join1.asp postcode N Y Confirmed
XSS join1.asp street N Y Confirmed
XSS join1.asp surname N Y Confirmed
XSS join1.asp town N Y Confirmed
XSS /login/login.asp UserName N Y Confirmed
XSS /login1.asp login N N

XSS /pcomboindex.asp cboPage Y Y Confirmed
XSS /pformresults.asp dbConnectString Y Y Confirmed
XSS /pformresults.asp txtFirstName Y Y Confirmed
XSS /pformresults.asp txtLastName Y Y Confirmed
XSS /plink.asp a Y Y Confirmed
XSS /plink.asp c Y Y Confirmed
XSS /rootlogin.asp txtName Y Y Confirmed

Total 10 29



Vuln Type File Parameter PaS Trained Confirmation

SQLInjection /kelev/php/acctransaction.php fromDate Y Y High Possible
SQLlInjection /kelev/php/acctransaction.php toDate Y Y High Possible
SQLlInjection /kelev/view/updateloanrequest.php  txtAnnualncorre Y Y High Possible
SQLlInjection /kelev/php/stock.php symbol N N -
SQLlInjection /kelev/php/stock.php values N N -
XSS /kelev/php/acctransaction.php fromDate Y Y Confirmed
XSS /kelev/php/acctransaction.php ToDate Y Y Confirmed
/kelev/php/approveloanpagedetail.
XSS php hRequestID N N -
XSS /kelev/php/login.php hLoginType Y Y Confirmed
XSS /kelev/php/login.php hUserType Y Y Confirmed
XSSs /kelev/register/register.php Userld Y Y Confirmed
XSS /kelev/view/updatelonadrequest.php txtAnnualncome Y Y Confirmed
XSS /kelev/view/updateloanrequest.php  txtFirstName Y Y Confirmed
XSS /kelev/view/updateloanrequest.php  drpLoanType N N -
XSS /kelev/php/transfer.php amount Y Y Confirmed
XSS /kelev/php/transfer.php ToAccountNo Y Y Confirmed
XSS /kelev/php/loanrequestdetail.php hUserld N Y Confirmed
XSS (Permanent)

Total 12 15



Vuln Type
App Errors/PA
App Errors/PA
App Errors/PA
App Errors/PA
App Errors/PA
App Errors/PA
Auth Testing

Command Injection
HTTP Res Splitting
Remote File Inclusion
Arbitrary File Upload
Arbitrary File Upload

SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection

XSS
XSS
XSS
XSS
XSS
XSS
XSS
XSS
XSS
XSS
XSS
XSS
XSS
XSS(persistent)
XSS(persistent)
XSS(persistent)
XSS(persistent)
XSS(persistent)
XSS(persistent)
XSS

File
/payment_analysis/checkdata_get.php
/payment_analysis/checkdata_get.php
/payment_analysis/checkdata_get.php
/payment_analysis/checkdata.php
/payment_analysis/checkdata.php
/payment_analysis/checkdata.php
/login.php

/osrun/whois.php

/hrs/redir.php

/

/picshare/uploadpic.php
/picshare/upload.pl

/login.php
/datastore/getimage_by id.php
/datastore/getimage_by name.php
/datastore/search_by_id.php
/datastore/search_by name.php

/datastore/search_double_by_name.php

/datastore/search_get_by id.php
/datastore/search_get by name.php
/shutterdb/item.php
/shutter_dbf/filter_by_name.php
/shutteredb/search_by_id.php
/shutterdb/search_by name.php
/shutterdb/search_get by id.php
/shutterdb/search_get by id2.php
/shutterdb/search_get_by id3.php

/ 404 Handler

/ajax/servertime.php
/crosstraining/aboutyou2.php
/crosstraining/aboutyou2.php
/crosstraining/aboutyou2.php
/crosstraining/reservation_submit.php
/crosstraining/review.php
/crosstraining/review.php
[crosstraining/sitereviews.php
/crosstraining/sitereviews.php
login.php

myfiles/

/soap/client1.php
[crosstraining/reservation_history.php
/crosstraining/researvation_history.php
[crosstraining/reservation_submit.php
[crosstraining/review.php
[crostraining/sitereviews.php
[crostraining/sitereviews.php
/picshare/upload.pl

Parameter
alpha_only
letters_only
number
alpha_only
letters_only
number
login
domain

q

incdir
userfile

file

login
id
name
id
name
name
id
name
id
filter
id
name
id

id

id

referer
msg

fname

nick
returnto
arrive_date
description
email
description
email
login_error
Xyz
proxyhost
arrive_date
fname
fname
description
description
email

kie

<< << <=<=<=
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Trained

<< <<=

<< =<=<=<"

<< <<

Confrmation

CONFIRMED

CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED

CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED
CONFIRMED

CONFIRMED
CONFIRMED
CONFIRMED

Total

19

26



Vuin Type
Error/XPath Injection
SQL Auth Bypass
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection

XSS
XSS
XSS
XSS
XSS
XSS
XSS
XSS
XSS

File
/bank/queryxpath.aspx
/bank/login.aspx

/

/back/account.aspx
/bank/login.aspx
/bank/login.aspx
/bank/login.aspx
/bank/transaction.aspx
/bank/transaction.aspx
/bank/transfer.aspx
/bank/transfer.aspx
/bank/ws.aspx
/bank/ws.aspx
/bank/ws.aspx
/bank/ws.aspx
/subscribe.aspx

/bank/customize.aspx
/bank/login.aspx
/bank/transfer.aspx
/bank/transfer.aspx
/comment.aspx
/notfound.aspx
/search.aspx
/subscribe.aspx
/disclaimer.htm

Parameter
SOAP: Textbox1
uid

amUserld
listAccounts
passwd

uid

btnSubmit
after

before
debitAccount
creditAccount
SOAP

SOAP

SOAP

SOAP
txtEmail

lang

uid
creditAccount
debitAccount
name
aspxerrorpath
txtSearch
txtEmail

url

Total

PaS

N

N (Low Possible)
N

N

N (Low Possible)
N (Low Possible)
N (Low Possible)
N (Low Possible)
N (Low Possible)
N (Low Possible)
N (Low Possible)

2Z2Z2Z2Z2Z2
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Trained

N

N (Low Possible)
N

N

N (Low Possible)
N (Low Possible)
N (Low Possible)
N (Low Possible)
N (Low Possible)
N (Low Possible)
N (Low Possible)

2Z2Z2Z2Z2
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Confirmed

Confirmed
Confirmed
Confirmed
Confirmed
Confirmed
Confirmed



